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Abstract. This paper presents a first step toward the formalization of
the concept of document reliability in the context of Information Re-
trieval (and Information Filtering). Our proposal is based on the hy-
pothesis that the evaluation of the relevance of a document can also
depend on the concept of reliability of a document. This concept has
the following properties: (i) it is user-dependent, i.e., a document may
be reliable for a user and not reliable for another user; (ii) it is source-
dependent, i.e., the source which a document comes from may influence
its reliability for a user; and (iii) it is also author-dependent, i.e., the
information about who wrote the document may also influence the user
when assessing the reliability of a document.

1 Introduction

The problem of information overload on the Web leads to a demand for effec-
tive systems able to locate and retrieve information relevant to user’s individual
interests. Usual systems for the content-based access to huge information repos-
itories produce a ranked list of documents to be presented to the user. The rank
is made possible by the estimate, by the system, of the so called "retrieval status
value” (RSV). The usual evaluation criterion is relevance assessment, based on
a formal representation and comparison of documents contents and the user’s
query content. In this case the RSV represents the system’s estimate of the
relevance of a document to the user’s information needs. However, several addi-
tional properties of documents could be considered to assess their RSVs to users’
needs [12]. Among these criteria, the reliability is a quite interesting one, which
we try to approach and analyze in this paper. We present both a first analysis
and some possible formalizations of the document reliability concept. Starting
from a philosophical standpoint, we propose a fuzzy formalism for taking into
account some different dimensions which concern the reliability of a document
with respect to a particular user. More precisely, we attempt to give formal
answers to the following questions:

— how the trust of the user in the source from which a document comes from,
may determine document reliability?
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— may the document reliability concept be corroborated by other sources?

— might other information like the author of the document and the date in
which the document was been published contain useful information to en-
hance evaluation of document relevance?

To answer these questions, we have taken an inspiration from a philosophical
approach [6]. We propose then some fuzzy indices which may be combined in
distinct ways and which can be used in the process of document ranking.

The paper is organized as follows. In Section 2] we propose two fuzzy indices
for evaluating the reliability of a document from the trust the user has for its
source. In Section [B] we propose a third index for evaluating the reliability of
a document. Thanks to this index, the case in which the information provided
by the document is shared by other sources is also considered. In Section [
we propose two other criteria as possible components in the process of evaluat-
ing document relevance. In section Bl we propose a simple way to combine the
abovementioned indices into a unique index representing the overall reliability
of a document. Finally, Section [@] concludes.

2 Evaluating the Reliability of a Document from the
User Trust of Its Source

There are two different dimensions in the process of evaluating the user trust
of a source. The first one, more intutive and easily tractable, is when the user
has had in the past a significant amount of relevant information from a given
source. The second dimension is when the user either does not know at all or
does not dispose of enough information to be allowed to evaluate the source. We
will approach in a separate way either situation in the next sections.

2.1 When the Source is Known

In this case the user has a clear idea of the contents of the source, and she/he
has been able to judge the information coming from that source as relevant.
Therefore, when the source is known, the user can associate a trust degree with
it; as a consequence the reliability degree of a document for the user i, noted
T.%(d), may be computed in the basis of the degree to which the user trusts the
source from which the document d comes from, i.e.,

T (d) = Ti(s(d)), (1)

where index k stands for known source, s(d) represents the source of document
d, and T;(s(d)) represents the trust degree of the source for user i.

In the case in which the user may dispose of information describing the prefer-
ences of other users (such in the case of some collaborative filtering approaches)
it would also be judicious to base the document reliability evaluation on the
opinion of other users the user trusts. Thus doing, we may suppose that the user
explicitly associates with a source a trust degree which depends also (i.e. it is
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influenced) on the ones specified by the colleagues she/he trusts. The degree of
trust a user i has in document d, originated from a known source, 7;*(d), may
in this case be given by:

T(d) = 7 * Ti(s(d)) + (1 = 7) * T(s(d)) (2)

where « €]0, 1] is the degree of self trust of the user and T(s(d)) represents the
average degree on source s(d) for all the users who user ¢ trusts. It may be given
by:
S cveere i) Ty (s(d) oo .
T(s(d)) = { 5 ting) if 35 such that t(i,7) # 0,

0 Otherwise,

where (7, j) representes the degree of trust user ¢ has for user j.

2.2 When the Source is Unknown

Things are more complicated in the case in which the Web is the considered
document repository, or in the case in which the information source is unknown.
In fact, there is a huge number of information sources in the Web and, in most
cases, when using for example a search engine, a user obtains information from
quite different and ”unknown” sources (sources she/he sees for the first time). By
information sources we may here intend Web sites. Thus, it would be not possible
to evaluate the user trust of a source "seen” for the first time; in this case “past
track records” do not exist. When information is provided by Internet sources
or other sources which do not have a well-established reputation, a possible
approach for evaluating user trust is link analysis, i.e. to determine whether the
information source is ”strongly” endorsed by others by looking at how many Web
sites link to that Web site. In the case of other kinds of unknwon sources, we may
act in an analogous way, depending on the type of considered documents. For
example in the case of information source containing scientific documents the
impact of a document could be evaluated by using citation counts. A possible
model of this interpretation is inspired by the formula used by Citeseer [§] for
calculating the impact of a scientific article in a given year. Let i be the average
number of citations for each document published in a given period, and n be the
number of citations for the document d, published in that period. We define the
impact of d, impact(d), as

impact(d) = logQ(Z +1). (3)
The impact index of d, Z(d), is given by:
T(d) = 1 — 2-impact(d) (4)
The degree of reliability of document d for user i is then given by:
7;*(d) = 1(d), ()

where index u stands for unknown source.
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The above proposition for computing the impact of a document does not
take into accout the “weight” of each citation. In fact, a citation which comes
from a much cited document counts like the citation which comes from a little
cited document and this is not reasonable. To take the “weight” of citations into
account, we propose a function inspired by the notion of PageRank proposed by
[2] for ranking pages on Google, which makes the calculation of the weighted
value of a citation possible.

Let dy, .. ., d, be m documents which cite a document d, and o(d;) the number
of citations pointing out from d;. The weighted value of citations of d, n(d), may
be computed by using the following iterative procedure:

n(ds) n(dm)
n(d)zo<d1)+...+o(dm) (6)

where n(d;) is the weighted value of citations to document d;. The intuitive
justification of this formula is that a document has a higher citation value if
many other documents point to it. This value may increase if there are high-
scoring documents pointing to it.

3 When Information Is Corroborated Can It Help in
Evaluating the Reliability of a Document?

In the previous section, we looked at ways to determine the reliability of a doc-
ument by considering a single source of information. In this section, we attempt
to evaluate the reliability of a document by also considering the case in which
the information provided by that document is shared by other sources. In fact,

in addition to the character of the “witness”, we may pay attention to
the “number of witnesses”. This is because it is much more likely that
one individual will ”deceive or be deceived” than that several individuals
will ”deceive or be deceived” in exactly the same way [6]

(a remarkable counterexample is when the majority of the electors of a country
is deceived by the false promises of a politician).

For this reason, several philosophers have noted that the agreement of a
number of experts on a topic can be an important indicator of accuracy.
This suggests that another technique for verifying the accuracy of a
piece of information is to see if other information sources corroborate
the original source of the information [6].

Of course,

information sources do not always agree with each other. In fact, it is
fairly easy to find conflicting information. If sources do conflict, then
people simply have to determine which source is more reliable [G]

(or use some of the other techniques for verifying the accuracy of the information).
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Notably, however, agreement between information sources is not always
an indication that their information is accurate. It depends on how these
different sources got their information. In particular, if they all got their
information from the same place, then ten sources saying the same thing
is no better evidence than one source saying it. This issue turns out to
be especially important on the Internet since it is so easy for the very
same information to be copied by several different Web sites. However,
the fact that all of these sites corroborate each other still does nothing
to help us verify that the information is accurate. Agreement between
sources should not increase our degree of confidence in the accuracy of
a piece of information unless those sources are independent. Obviously,
here what is required is only a conditional independence and not full in-
dependence. In fact, if two information sources are reliable, their reports
will be correlated with each other simply because their reports will both
be correlated with the truth. Thus, it is very difficult to calculate the
reliability of a piece of information based on the fact that it is or not
corroborated by other sources without making some trade-off [].

Here, we propose to evaluate the accuracy of a piece of information by checking
if such information is shared by other sources.

Let d be a new document and d’ be a document obtained from source s’ which
is such that:

— d' is the document more similar to document d, i.e. =3d” with s(d”) = s’ #
s(d) such that sim(d,d”) > sim(d, d'JI;

— sim(d,d") > a, where « is the similarity degree after which two documents
are considered similar.

The degree of trust a user ¢ has for document d, 7;°(d), may be defined as
follows:

ZS’ESources /Ti(sl) * Sim(d7 d/)
Zs’ E(S/) ’
where sim(d,d’) is set to 0 if sim(d,d’) < «, i.e., we consider only documents

similar to d. This allows us to take also into account the number of sources
sharing documents similar to d. Another possibility is

T(d) = (7)

7°(d) = max min(T;(s"),sim(d,d")) (8)

s'eSources

In both cases, if there is no source in which the user trusts, or if there is no
source containing at least a document more or less similar to document d, the
user concludes that the information in document d is not corroborated by any
source she/he trusts and, consenquently, she/he does not trust d.

! Sim is a function which returns the similarity degree between two documents.
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4 Other Information Which Could Enhance Evaluation
of Document Relevance

In this section, we propose two other criteria, namely the author of the document
and the publication date of the document, as possible components in the process
of evaluation of document relevance. In fact, in the case in which the source
contains, for example, scientific documents, information about who wrote the
document may be useful for determining the relevance of the document. In a
similar way, if the piece of information has a temporary “truth value”, e.g., it
is merely relevant during a certain period, the date in which the document was
written may strongly contribute to evaluating its relevance.

4.1 Information About the Author of the Document

As we have said previously, information about the author of a document may also
be useful to determine the reliability of the document for a user. This information
may include:

— the author’s name, N, (€ {0,1}). More precisely, N, = 1 if the document
contains the name of the author and 0 otherwise;

— the author’s education or experience, E,(€ [0,1]) which represents how the
author experience is relevant to the interest group of the document. The calcu-
lation of this degree may be made based on a comparison between the interest
theme of the document and the interest theme of the author’s qualification,
degree, or scholarship on one hand and, on the other hand, it may be based on
an evaluation made by the user of past documents written by the same author;

— contact information, I, (€ {0,1}). More precisely, I, = 1 if the document
contains a contact information of the author and 0 otherwise;

— the name of the organization for which she/he works, O, (€ {0,1}). More
precisely, O, = 1 if the document contains the name of the author’s organi-
zation and 0 otherwise.

The following importance order may be established according to common sense:
N, =1, > E, > O,. This order means that the most important piece of infor-
mation is the name of the author and her/his contact information, followed by
the author experience and the least important piece of information is the orga-
nization for which she/he works. Therefore, the trust degree of document d for
user 7, considering information about the author, may be calculated as follows:

T4d) =X -(Ng+1,)/24+ X2 -Es + A3 - O, (9)
with A € [0,1] and 37, Ay = L and Ay > Ay > 3.

4.2 Date of the Document

The presence or absence of the date (D € {0,1}) on which a document was writ-
ten may also help in determining its reliability. For some themes, the information
contained in a document with an old date may become irrelevant/obsolete/not
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true. For example, in the sport theme, information that “Juventus plays in pre-
mier league, 20057, is not reliable in 2006. Instead, information that “Dante
Alighieri was born in Florence in 1265”, is always reliable. Thus, an old date on
information known to be changeable is a sign of irrelevance.

We propose to take this fact into account by combining all user’s interests
into two groups, namely, those in which the date influences their relevance and
those in which it does not. The reliability degree of document d for author i,
considering the presence or absence of the date in which the document was
written, may be calculated as follows:

THd)=(1=B) + B *D. (10)
3 € 10,1] is high if the document belongs to the first group, and low otherwise.

5 Combining Reliability Degrees

Each of the user trust degrees proposed in the previous sections corresponds to
different trust degrees the user may give to a document. We propose to combine
all of these degrees to obtain the overall degree of reliability of a document d for
a user i, R;(d), as follows:

Ri(d) = 61 # T (d) + 62 T,°(d) + 65 * T,(d) + 64 + T(d), (11)

j = k if the source is known otherwise j = u; & € [0,1] and 378 = 1. Of
course, the above overall degree of reliability will then have to be combined with
some conventional document-similarity measure and other criteria to obtain the
RSV of a document.

6 Conclusion

To answer a number of questions stated in the Introduction, an extensive crit-
ical survey of the literature about relevance and trustiness, in particular in the
philosophical domain, has been carried out. The material gathered has been
elaborated on and formalized, resulting in the proposal of several fuzzy mea-
surements of user trust which were combined to obtain the overall reliability of
a document for a user. Since the relevance of a document for a user depends also
on the reliability of that document for that user, we believe that this proposal
may be useful in automated methods to locate and retrieve information with
respect to individual user interests.
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